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UNIT 1
INFORMATION SECURITY (INTRODUCTION)

1. Read the following terms and word combinations and learn them:

Information security - nadopmannonHast 6€301IaCHOCTb
Confidentiality - xonpuaCHIIATBHOCTS

Integrity - memocTHOCTH

Availability - noctynmHocTh

Hardware - anmaparHsie cpencTaa

Software - mporpammHoe obecrniedeHne

Unauthorized access - HeCaHKIIMOHHUPOBAHHBIN I0CTYII
Unauthorized use - HecaHKIIMOHUPOBAHHOE UCIIOIB30BAHUE
Unauthorized disclosure - HecaHKIIMOHUPOBAHHOE PACKPBITUE
Unauthorized disruption - HecaHKIIMOHUPOBAHHOE PA3PYIICHHUE
Unauthorized modification - HecaHKIIMOHHPOBAHHOE U3MEHEHHUE
Unauthorized perusal - HecaHKIIMOHUPOBAHHOE TIPOUTCHHE
Unauthorized inspection - HecaHKIIMOHUPOBAHHBIN TIPOCMOTP
Unauthorized recording - HecaHKIIMOHMPOBAaHHAS 3AITHCh
Unauthorized destruction - HecaHKIIMOHUPOBAHHOE YHUUITOKEHHE
Data - nanubie

Database - 6a3a qaHHBIX

Application - npunoxenue

To collect information - cobupars nHpOpMAaITHIO

To process information - oOpabaTbiBaTh HHPOPMAITUIO

To store information - xpauuTts HHGOPMAITUIO

To transmit information - nepenaBars HHGOPMAITUIO
Computer/server malfunction - HencnpaBHOCTH KOMITbIOTEpa/cepBepa
Computer security - koMnbrOTepHas 0€30MaCHOCTh

Information assurance - rapantust uaopMaru

2. Read and translate the following text:

Information security (InfoSec for short) means protecting information and
information systems from unauthorized access, use, disclosure, disruption,
modification, perusal, inspection, recording or destruction.

The terms information security, computer security and information assurance
are frequently incorrectly used interchangeably. These fields are often interrelated
and share the common goals of protecting the confidentiality, integrity and
availability of information; however, there are some subtle differences between
them.

These differences lie primarily in the approach to the subject, the methodologies
used, and the areas of concentration.
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Information security is concerned with confidentiality, integrity and availability
of data regardless of the form the data may take: electronic, print or other forms.

Computer security can focus on ensuring the availability and correct operation
of a computer system without concern for the information stored or processed by the
computer.

It is worthwhile to note that a computer does not necessarily mean a home
desktop. A computer is any device with a processor and some memory (even a
calculator). IT security specialists are almost always found in any major
enterprise/establishment due to the nature and value of the data within larger
businesses. They are responsible for keeping all of the technology within the
company secure from malicious cyber attacks that often attempt to breach into
critical private information or gain control of the internal systems.

Information assurance is the act of ensuring that data is not lost when critical
issues arise. These issues include but are not limited to: natural disasters,
computer/server malfunction, physical theft, or any other instance where data has
the potential of being lost. Since most information is stored on computers in our
modern era, information assurance is typically dealt with by IT security specialists.
One of the most common methods of providing information assurance is to have an
off-site backup of the data in case one of the mentioned issues arise.

Governments, military, corporations, financial institutions, hospitals, and
private businesses amass a great deal of confidential information about their
employees, customers, products, research and financial status. Most of this
information is now collected, processed and stored on electronic computers and
transmitted across networks to other computers.

Should confidential information about a business' customers or finances or new
product line fall into the hands of a competitor or a black hat hacker, a business and
its customers could suffer widespread, irreparable financial loss, not to mention
damage to the company's reputation. Protecting confidential information is a
business requirement and in many cases also an ethical and legal requirement.

For the individual, information security has a significant effect on privacy,
which is viewed very differently in different cultures.

The field of information security has grown and evolved significantly in recent
years. There are many ways of gaining entry into the field as a career. It offers many
areas for specialization including securing network(s) and allied infrastructure,
securing applications and databases, security testing, information systems auditing,
business continuity planning and digital forensics, etc.

Information Security Attributes: or qualities, i.e., Confidentiality, Integrity and
Availability (CIA). Information Systems are composed in three main portions,
hardware, software and communications with the purpose to help identify and apply
information security industry standards, as mechanisms of protection and
prevention, at three levels or layers: physical, personal and organizational.
Essentially, procedures or policies are implemented to tell people (administrators,
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users and operators) how to use products to ensure information security within the
organizations.

Definitions:

The definitions of InfoSec suggested in different sources are summarised below:

1. "Preservation of confidentiality, integrity and availability of information.
Note: In addition, other properties, such as authenticity, accountability,
non-repudiation and reliability can also be involved." (ISO/IEC 27000:2009)

2. "The protection of information and information systems from unauthorized
access, use, disclosure, disruption, modification, or destruction in order to provide
confidentiality, integrity, and availability." (CNSS, 2010)

3. "Ensures that only authorized users (confidentiality) have access to accurate
and complete information (integrity) when required (availability)." (ISACA, 2008)

4. "Information Security is the process of protecting the intellectual property of
an organization." (Pipkin, 2000)

5. "...information security is a risk management discipline, whose job is to
manage the cost of information risk to the business.” (McDermott and Geer, 2001)

6. "A well-informed sense of assurance that information risks and controls are
in balance." (Anderson, J., 2003)

7. "Information security is the protection of information and minimises the risk
of exposing information to unauthorised parties." (\Venter and Eloff, 2003)



8. "Information Security is a multidisciplinary area of study and professional
activity which is concerned with the development and implementation of security
mechanisms of all available types (technical, organizational, human-oriented and
legal) in order to keep information in all its locations (within and outside the
organization’s perimeter) and, consequently, information systems, where
information is created, processed, stored, transmitted and destroyed, free from
threats. Threats to information and information systems may be categorised and a
corresponding security goal may be defined for each category of threats. A set of
security goals, identified as a result of a threat analysis, should be revised
periodically to ensure its adequacy and conformance with the evolving environment.
The currently relevant set of security goals may include: confidentiality, integrity,
availability, privacy, authenticity & trustworthiness, non-repudiation, accountability
and auditability." (Cherdantseva and Hilton, 2013)

Profession
Information security is a stable and growing profession — Information security
professionals are very stable in their employment; more than 80 percent had no
change in employer or employment in the past year, and the number of professionals
IS projected to continuously grow more than 11 percent annually over the next five
years.

3. Answer the following questions:

1) What does information security mean?

2) What are information security components (attributes)?

3) What does computer security focus on?

4) What are the most common methods of providing information assurance?
5) Why is protecting of confidential information very important?

6) How is most of information collected, stored and transmitted nowadays?
7) What consequences can be in the case of a breach of security?

8) Do you think a career in this field can be very perspective?

9) What are your professional plans for future?

10) What do you know about the history of origin and development of
information security?

4. Read the following statements. Are they true or false?

1) Information security, computer security and information assurance are the same
things.

2) A computer is any device with a processor and some memory (even a calculator).
3) IT security specialists are very seldom found in major enterprises.

4) The field of information security has grown and evolved significantly in recent



years.
5) It is a problem to gain entry into this field as a career.

5. Summarize the text.

UNIT 2
HISTORY

1. Read the following terms and word combinations and learn them:

To detect tampering - 0OHapYXUTb TOAICIKY

Cipher - mmdp

Procedural handling control - kontpoms 3a mporeaypoii oOpaiuenus (c
uHbopMaImein)

To intercept (information) - mepexBarsiBaTh (MHGOPMAILIHIO)

To decipher - pacimdpobiBaTh

To reseal (a letter) - 3amevarsiBaTh cHOBa (ITUCHMO)

To codify - mpuBoUTE B cUCTEMY

Multi-tier classification system - MHOTOCTYIIEHYaTasi cUCTeMa KJIaCCUBUKAIIH
To scramble information - 3ammdpossiBaTh HHMOPMALIHIO

To unscramble information - pacmmdpoBsiBaTh HHMOPMALIHIO

Hardware - anmmapaTHbIie cpeacTsa

Software - mporpammHoOe obecreueHne

Data encryption - mudpoBaHuie JaHHBIX

To store information - xpanuTh UHGOPMAITHIO

To process information - o6pabaTsiBaTh HHGOPMALIHIO

To transmit information - nmepenaBaTh HHPOPMALIHIO

To share the common goals - pa3aensars oO1iue Heau

Security and reliability of information systems - 6e3omacHOCTb U HaIEKHOCTD
UH(POPMAIIMOHHBIX CHCTEM

2. Read and translate the following text:

Since the early days of communication, diplomats and military commanders
understood that it was necessary to provide some mechanism to protect the
confidentiality of correspondence and to have some means of detecting tampering.
Julius Caesar is credited with the invention of the Caesar cipher c. 50 B.C., which
was created in order to prevent his secret messages from being read should a
message fall into the wrong hands, but for the most part protection was achieved
through the application of procedural handling controls. Sensitive information was
marked up to indicate that it should be protected and transported by trusted persons,
guarded and stored in a secure environment or strong box. As postal services
expanded, governments created official organizations to intercept, decipher, read
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and reseal letters (e.g. the UK Secret Office and Deciphering Branch in 1653).

In the mid-19th century more complex classification systems were developed to
allow governments to manage their information according to the degree of
sensitivity. The British Government codified this, to some extent, with the
publication of the Official Secrets Act in 1889. By the time of the First World War,
multi-tier classification systems were used to communicate information to and from
various fronts, which encouraged greater use of code making and breaking sections
in diplomatic and military headquarters. In the United Kingdom this led to the
creation of the Government Code and Cipher School in 1919. Encoding became
more sophisticated between the wars as machines were employed to scramble and
unscramble information. The volume of information shared by the Allied countries
during the Second World War necessitated formal alignment of classification
systems and procedural controls. An arcane range of markings evolved to indicate
who could handle documents (usually officers rather than men) and where they
should be stored as increasingly complex safes and storage facilities were
developed. Procedures evolved to ensure documents were destroyed properly and it
was the failure to follow these procedures which led to some of the greatest
intelligence coups of the war (e.g. U-570).

The end of the 20th century and early years of the 21st century saw rapid
advancements in telecommunications, computing hardware and software, and data
encryption. The availability of smaller, more powerful and less expensive
computing equipment made electronic data processing within the reach of small
business and the home user. These computers quickly became interconnected
through the Internet.

The rapid growth and widespread use of electronic data processing and
electronic business conducted through the Internet, along with numerous
occurrences of international terrorism, fueled the need for better methods of
protecting the computers and the information they store, process and transmit. The
academic disciplines of computer security and information assurance emerged along
with numerous professional organizations — all sharing the common goals of
ensuring the security and reliability of information systems.

3. Answer the following questions:

1) What did politicians, diplomats and military commanders understand since the
early days of writing?

2) Who is credited with the invention of the Caesar cipher?

3) When and why was the Caesar cipher invented?

4) How was sensitive information marked and handled?

5) What official organizations did governments create as postal services expanded?
6) When did encoding become more sophisticated?

7) What advancements did the end of the 20th century and early years of the 21st
century see?
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8) How did computers become interconnected?

9) What fueled the need for better methods of protecting the computers and the
information they store, process and transmit?

10) What are the common goals of numerous professional organizations?

4. Read the following statements. Are they true or false?

1) Only some years ago people understood that it was necessary to provide some
mechanism to protect the confidentiality of correspondence.

2) The Caesar cipher was created in order to prevent secret messages from being
read should a message fall into the wrong hands; it happened 30 B.C.

3) Governments have never created official organizations to intercept, decipher, read
and reseal letters.

4) The war and wider use of electronic communication systems encouraged greater
use of code making and breaking sections in diplomatic and military headquarters.
5) Encoding didn’t become sophisticated when machines were employed to
scramble and unscramble information.

5. Summarize the text.

UNIT 3
BASIC PRINCIPLES, KEY CONCEPTS

1. Read the following terms and word combinations and learn them:

Accountability - mogoTueTHOCTB

Non-repudiation - HeoTKa3yeMOCTh

Legality - 3akoHHOCTB

Awareness - oco3HaHHE

Responsibility - orBeTcTBEeHHOCTD

Response - oTBeT, OTKINK

Ethics - atuka

Democracy - nemoxkpatust

Risk assessment - orieHka prcka

Security design and implementation - mpoekr u ocyriecTBiieHHe 0€301TaCHOCTH
Security management - ympasiieHre 0€301MacHOCThIO
Reassessment - mepeorieHka

Possession - Biaxenue, o01agaHue

Authenticity - mo/JIMHHOCTB, TOCTOBEPHOCTD

Utility - mone3nocTs

Transaction - oneparnus, caeiaka

To enforce (confidentiality) - yeunuts (koOH(pHUICHINATLHOCTD)
To encrypt - 3ammdpoBath
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Log file - daiin perucrparmm

Backup - pe3epBHas komwist

Printed receipt - HarreyaTaHHBIN Yek

Breach of confidentiality - mapymienne KoHGUACHIMATEHOCTH
Consistency - contacoBaHHOCTb

Power outage - OTKJIFOYCHHE BJ1. TUTaHUSI

Upgrade - moBbIlIeHHE TEXHUYECKUX BO3MOKHOCTEH (KOMITBIOTEpa)
Denial-of-service - otkas B o0ciTy>)KuBaHUM

Genuine - o IMHHBII

To validate - moaTBepxaTh

Digital signature - ridppoBast moamnuch

Public key encryption - mudpoBaHie ¢ OTKPBITBIM KIFOYOM

2. Read and translate the following text:

Key concepts

The CIA triad (confidentiality, integrity and availability) is one of the core
principles of information security. (The members of the classic InfoSec triad
-confidentiality, integrity and availability - are interchangeably referred to in the
literature as security attributes, properties, security goals, fundamental aspects,
information criteria, critical information characteristics and basic building blocks.)
There is continuous debate about extending this classic trio. Other principles such as
Accountability have sometimes been proposed for addition — it has been pointed
out[citation needed] that issues such as Non-Repudiation do not fit well within the
three core concepts, and as regulation of computer systems has increased
(particularly amongst the Western nations) Legality is becoming a key consideration
for practical security installations.

In 1992 and revised in 2002 the OECD's Guidelines for the Security of
Information Systems and Networks proposed the nine generally accepted principles:
Awareness, Responsibility, Response, Ethics, Democracy, Risk Assessment,
Security Design and Implementation, Security Management, and Reassessment.
Building upon those, in 2004 the NIST's Engineering Principles for Information
Technology Security proposed 33 principles. From each of these derived guidelines
and practices.

In 2002, Donn Parker proposed an alternative model for the classic CIA triad
that he called the six atomic elements of information. The elements are
confidentiality, possession, integrity, authenticity, availability, and utility. The merits
of the Parkerian hexad are a subject of debate amongst security professionals.

In 2013, based on the extensive literature analysis, the Information Assurance &
Security (IAS) Octave has been developed and proposed as an extension of the
ClA-triad. The IAS Octave is one of four dimensions of a Reference Model of
Information Assurance & Security (RMIAS). The IAS Octave includes
confidentiality, integrity, availability, privacy, authenticity & trustworthiness,
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non-repudiation, accountability and auditability. The IAS Octave as a set of
currently relevant security goals has been evaluated via a series of interviews with
InfoSec and |A professionals and academics. In, definitions for every member of the
IAS Octave are outlined along with the applicability of every security goal (key
factor) to six components of an Information System.

Confidentiality

Confidentiality refers to preventing the disclosure of information to
unauthorized individuals or systems. For example, a credit card transaction on the
Internet requires the credit card number to be transmitted from the buyer to the
merchant and from the merchant to a transaction processing network. The system
attempts to enforce confidentiality by encrypting the card number during
transmission, by limiting the places where it might appear (in databases, log files,
backups, printed receipts, and so on), and by restricting access to the places where it
is stored. If an unauthorized party obtains the card number in any way, a breach of
confidentiality has occurred.

Confidentiality is necessary for maintaining the privacy of the people whose
personal information is held in the system.

Integrity

In information security, data integrity means maintaining and assuring the
accuracy and consistency of data over its entire life-cycle This means that data
cannot be modified in an unauthorized or undetected manner. This is not the same
thing as referential integrity in databases, although it can be viewed as a special case
of consistency as understood in the classic ACID model of transaction processing.
Integrity is violated when a message is actively modified in transit. Information
security systems typically provide message integrity in addition to data
confidentiality.

Availability

For any information system to serve its purpose, the information must be
available when it is needed. This means that the computing systems used to store and
process the information, the security controls used to protect it, and the
communication channels used to access it must be functioning correctly. High
availability systems aim to remain available at all times, preventing service
disruptions due to power outages, hardware failures, and system upgrades. Ensuring
availability also involves preventing denial-of-service attacks, such as a flood of
Incoming messages to the target system essentially forcing it to shut down.

Authenticity
In computing, e-Business, and information security, it is necessary to ensure that
the data, transactions, communications or documents (electronic or physical) are
genuine. Itis also important for authenticity to validate that both parties involved are
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who they claim to be. Some information security systems incorporate authentication
features such as "digital signatures", which give evidence that the message data is
genuine and was sent by someone possessing the proper signing key.

Non-repudiation

In law, non-repudiation implies one's intention to fulfill their obligations to a
contract. It also implies that one party of a transaction cannot deny having received a
transaction nor can the other party deny having sent a transaction.

It is important to note that while technology such as cryptographic systems can
assist in non-repudiation efforts, the concept is at its core a legal concept
transcending the realm of technology. It is not, for instance, sufficient to show that
the message matches a digital signature signed with the sender's private key, and
thus only the sender could have sent the message and nobody else could have altered
it in transit. The alleged sender could in return demonstrate that the digital signature
algorithm is vulnerable or flawed, or allege or prove that his signing key has been
compromised. The fault for these violations may or may not lie with the sender
himself, and such assertions may or may not relieve the sender of liability, but the
assertion would invalidate the claim that the signature necessarily proves
authenticity and integrity and thus prevents repudiation.

Information security analysts

Information security analysts are information technology (IT) specialists who
are accountable for safeguarding all data and communications that are stored and
shared in network systems. In the financial industry, for example, information
security analysts might continually upgrade firewalls that prohibit superfluous
access to sensitive business data and might perform defencelessness tests to assess
the effectiveness of security measures.

Electronic commerce uses technology such as digital signatures and public key
encryption to establish authenticity and non-repudiation.

3. Answer the following questions:

1) What does the CIA triad mean?

2) Why is legality becoming a key consideration for practical security installations?
3) What principles did the OECD’s Guidelines for Security of Information Systems
and Networks propose?

4) What is confidentiality? Are there ways to enforce it?

5) What does integrity mean in information security?

6) When must the information be available in any information system?

7) What do high availability systems aim to?

8) What is necessary and important for authenticity?

9) What does non-repudiation imply?

10) What technology does electronic commerce use?
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4. Read the following statements. Are they true or false?

1) There is no debate about extending the CIA triad. Other principles have never
been proposed for addition.

2) Donn Parker proposed an alternative model for the classic CIA triad in 2002. He
called eight atomic elements of information.

3) Confidentiality is the term used to prevent the disclosure of information to
unauthorized individuals or systems. Breach of confidentiality takes only one form.
4) Information security systems typically provide message integrity in addition to
data confidentiality.

5) Electronic commerce uses secret key encryption to establish authenticity and
non-repudiation.

5. Summarize the text.

UNIT 4
RISK MANAGEMENT

1. Read the following terms and word combinations and learn them:

Risk management - yripaBiieHne puckamMu
Vulnerability - ys3Bumocts

Threat - yrposa

Countermeasure - koHTpMepa

To reduce risk - yMeHBIIMTD PUCK

Value of information resource - neHHOCTh HHPOPMALIMOHHOTO pecypca
Ongoing, iterative process - HenpepbIBHBIHN, IOBTOPSIOIIHICS TPOLIECC
Business environment - 6usuec cpena

To emerge - mosIBIsATHCS, BO3SHUKATD

Productivity - mpou3BoIuTEIIEHOCTH

Cost effectiveness - skonomuueckas 3hHeKTUBHOCTD
Information asset - uaopmanOHHbII aKTHUB
Breakdown - ortkas, moimomMmxka

Side-effect - mo6ouHsIt P deKrT

Loss of an asset - moreps akTrBa

To inflict harm - manecTu Bpen

Impact - Bo3zaeiicTBre

To identify risk - pacrio3nars puck

To eliminate risk - yctpanuts prck

Residual risk - ocratounslii prck

Risk assessment - orieHka prcka

Qualitative analysis - kauecTBeHHBIH aHaIN3
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Quantitative analysis - kol4ecTBEHHBIN aHAN3
To evaluate - oreHUTH

Risk evaluation - ornenka prcka

To accept the risk - npuHATH pUCK

To mitigate the risk - yMeHbIIIUTE pUCK

To transfer the risk - mepenarh puck

To deny the risk - oTBeprarb puck

2. Read and translate the following text:

The Certified Information Systems Auditor (CISA) Review Manual 2006
provides the following definition of risk management: "Risk management is the
process of identifying vulnerabilities and threats to the information resources used
by an organization in achieving business objectives, and deciding what
countermeasures, if any, to take in reducing risk to an acceptable level, based on the
value of the information resource to the organization."

There are two things in this definition that may need some clarification. First, the
process of risk management is an ongoing, iterative process. It must be repeated
indefinitely. The business environment is constantly changing and new threats and
vulnerabilities emerge every day. Second, the choice of countermeasures (controls)
used to manage risks must strike a balance between productivity, cost, effectiveness
of the countermeasure, and the value of the informational asset being protected.

Risk analysis and risk evaluation processes have their limitations since, when
security incidents occur, they emerge in a context, and their rarity and even their
uniqueness give rise to unpredictable threats. The analysis of these phenomena
which are characterized by breakdowns, surprises and side-effects, requires a
theoretical approach which is able to examine and interpret subjectively the detail of
each incident.

Risk is the likelihood that something bad will happen that causes harm to an
informational asset (or the loss of the asset). A vulnerability is a weakness that could
be used to endanger or cause harm to an informational asset. A threat is anything
(manmade or act of nature) that has the potential to cause harm.

The likelihood that a threat will use a vulnerability to cause harm creates a risk.
When a threat does use a vulnerability to inflict harm, it has an impact. In the context
of information security, the impact is a loss of availability, integrity, and
confidentiality, and possibly other losses (lost income, loss of life, loss of real
property). It should be pointed out that it is not possible to identify all risks, nor is it
possible to eliminate all risk. The remaining risk is called "residual risk™.

A risk assessment is carried out by a team of people who have knowledge of
specific areas of the business. Membership of the team may vary over time as
different parts of the business are assessed. The assessment may use a subjective
qualitative analysis based on informed opinion, or where reliable dollar figures and
historical information is available, the analysis may use quantitative analysis.
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The research has shown that the most vulnerable point in most information
systems is the human user, operator, designer, or other human. The ISO/IEC
27002:2005 Code of practice for information security management recommends the
following be examined during a risk assessment:

security policy,

organization of information security,

asset management,

human resources security,

physical and environmental security,

communications and operations management,

access control,

information systems acquisition, development and maintenance,

information security incident management,

business continuity management, and

regulatory compliance.

In broad terms, the risk management process consists of:

1. Identification of assets and estimating their value. Include: people, buildings,
hardware, software, data (electronic, print, other), supplies.

2. Conduct a threat assessment. Include: Acts of nature, acts of war, accidents,
malicious acts originating from inside or outside the organization.

3. Conduct a vulnerability assessment, and for each vulnerability, calculate the
probability that it will be exploited. Evaluate policies, procedures, standards,
training, physical security, quality control, technical security.

4. Calculate the impact that each threat would have on each asset. Use
qualitative analysis or quantitative analysis.

5. Identify, select and implement appropriate controls. Provide a proportional
response. Consider productivity, cost effectiveness, and value of the asset.

6. Evaluate the effectiveness of the control measures. Ensure the controls
provide the required cost effective protection without discernible loss of
productivity.

For any given risk, management can choose to accept the risk based upon the
relative low value of the asset, the relative low frequency of occurrence, and the
relative low impact on the business. Or, leadership may choose to mitigate the risk
by selecting and implementing appropriate control measures to reduce the risk. In
some cases, the risk can be transferred to another business by buying insurance or
outsourcing to another business. The reality of some risks may be disputed. In such
cases leadership may choose to deny the risk.

3. Answer the following questions:

1) What is the definition of risk management?
2) What sort of a process is the process of risk management? Why?
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3) How does the business environment change?

4) What requirements must countermeasures meet?

5) What is risk? What is a vulnerability? What is a threat?

6) Is it possible to identify and eliminate all risks?

7) Who is a risk assessment carried out by?

8) What sort of analysis may be used for a risk assessment?

9) What is the most vulnerable point in most information systems?
10) What does the risk management process consist of?

11) What can Executive Management choose for any given risk?

4. Read the following statements. Are they true or false?

1) The process of risk management must be repeated indefinitely.

2) The likelihood that a threat will use a vulnerability to cause harm doesn’t create a
risk.

3) It is possible to identify all risks, but it is impossible to eliminate all of them.

4) The most vulnerable point in any information system is its software.

5) For any given risk, Executive Management can choose different policy (to accept
the risk, to mitigate the risk, to transfer the risk, to deny the risk).

5. Summarize the text.

UNIT 5
CONTROLS

1. Read the following terms and word combinations and learn them:

To implement control - ocymiecTBaAsATS KOHTPOJIb
Administrative control - agMUHHUCTpaTHBHBIN KOHTPOJIb
Logical control - moru4eckwuii KOHTPOJIb

Intrusion detection system - cucrema onpenencHus BTOPKEHHUSI
Access control - koHTpoIb HOCTYIA

Data encryption - mudpoBaHue JaHHBIX

To overlook - ymmyctuth u3 Bugy

Principle of least privilege - mpuHIMIT HAKMEHBITUX TPHBHIICTHIA
To log - peructpupoBarb(cs)

Physical control - ¢pusnyeckuii KOHTPOJIL

Computing facilities - BerancauTenbHbIe CpeicTBa

Separation of duties - pa3nencHue o0s3aHHOCTEH

To authorize - paspermiarb

Acceptable level - npueMiaemslii ypoBeHb

Risk assessment - orieHKa pUCKOB

Violation - napymienue
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2. Read and translate the following text:

Selecting proper controls and implementing those will initially help an
organization to bring down risk to acceptable levels. Control selection should follow
and should be based on the risk assessment. Controls can vary in nature but
fundamentally they are ways of protecting the confidentiality, integrity or
availability of information. ISO/IEC 27001:2005 has defined 133 controls in
different areas, but this is not exhaustive. You can implement additional controls
according to requirement of the organization. 1ISO 27001:2013( Still it's in drafted
version) has cut down the number of controls to 113.

Administrative:

Administrative controls (also called procedural controls) consist of approved
written policies, procedures, standards and guidelines. Administrative controls form
the framework for running the business and managing people. They inform people
on how the business is to be run and how day to day operations are to be conducted.
Laws and regulations created by government bodies are also a type of administrative
control because they inform the business. Some industry sectors have policies,
procedures, standards and guidelines that must be followed — the Payment Card
Industry (PCI) Data Security Standard required by Visa and MasterCard is such an
example. Other examples of administrative controls include the corporate security
policy, password policy, hiring policies, and disciplinary policies.

Administrative controls form the basis for the selection and implementation of
logical and physical controls. Logical and physical controls are manifestations of
administrative controls. Administrative controls are of paramount importance.

Logical:

Logical controls (also called technical controls) use software and data to monitor
and control access to information and computing systems. For example: passwords,
network and host-based firewalls, network intrusion detection systems, access
control lists, and data encryption are logical controls.

An important logical control that is frequently overlooked is the principle of
least privilege. The principle of least privilege requires that an individual, program
or system process is not granted any more access privileges than are necessary to
perform the task. A blatant example of the failure to adhere to the principle of least
privilege is logging into Windows as user Administrator to read Email and surf the
Web. Violations of this principle can also occur when an individual collects
additional access privileges over time. This happens when employees' job duties
change, or they are promoted to a new position, or they transfer to another
department. The access privileges required by their new duties are frequently added
onto their already existing access privileges which may no longer be necessary or
appropriate.
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Physical:

Physical controls monitor and control the environment of the work place and
computing facilities. They also monitor and control access to and from such
facilities. For example: doors, locks, heating and air conditioning, smoke and fire
alarms, fire suppression systems, cameras, barricades, fencing, security guards,
cable locks, etc. Separating the network and workplace into functional areas are also
physical controls.

An important physical control that is frequently overlooked is the separation of
duties. Separation of duties ensures that an individual can not complete a critical task
by himself. For example: an employee who submits a request for reimbursement
should not also be able to authorize payment or print the check. An applications
programmer should not also be the server administrator or the database
administrator — these roles and responsibilities must be separated from one another.

Defense in depth

Information security must protect information throughout the life span of the
information, from the initial creation of the information on through to the final
disposal of the information. The information must be protected while in motion and
while at rest. During its lifetime, information may pass through many different
information processing systems and through many different parts of information
processing systems. There are many different ways the information and information
systems can be threatened. To fully protect the information during its lifetime, each
component of the information processing system must have its own protection
mechanisms. The building up, layering on and overlapping of security measures is
called defense in depth. The strength of any system is no greater than its weakest
link. Using a defense in depth strategy, should one defensive measure fail there are
other defensive measures in place that continue to provide protection.

Recall the earlier discussion about administrative controls, logical controls, and
physical controls. The three types of controls can be used to form the basis upon
which to build a defense-in-depth strategy. With this approach, defense-in-depth can
be conceptualized as three distinct layers or planes laid one on top of the other.
Additional insight into defense-in- depth can be gained by thinking of it as forming
the layers of an onion, with data at the core of the onion, people the next outer layer
of the onion, and network security, host-based security and application security
forming the outermost layers of the onion. Both perspectives are equally valid and
each provides valuable insight into the implementation of a good defense-in-depth
strategy.

The onion model of defense in depth:



network

application

3. Answer the following questions:

1) What does the Management do when they choose to mitigate a risk?
2) What do administrative controls consist of?

3) What do administrative controls form?

4) What do logical controls use software and data for?

5) Which principle is frequently overlooked?

6) How does the principle of least privilege work?

7) When and why do violations of the principle of least privilege occur?
8) What do physical controls monitor and control?

9) Why is separation of duties very important?

10) Can administrative, logical and physical controls be used separately?

4. Read the following statements. Are they true or false?

1) Administrative controls inform people on how the business is to be run and day to
day operations are to be conducted.

2) Laws and regulations created by government bodies are not a type of
administrative control.

3) Logical and physical controls are not manifestations of administrative control.
4) Logical controls use software and data to monitor and control access to
information and computing systems.

5) Separation of duties is an important part of physical control.

5. Summarize the text.
UNIT 6
SECURITY CLASSIFICATION FOR INFORMATION

1. Read the following terms and word combinations and learn them:
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Value of information - nenHocTs MHPOpPMAITUH

Protection requirements - TpeOGoBaHMs 3aIATHI

To assign a security classification - mpucBouTh KitaccupuKanno 6e30MacHOCTH
Classification policy - monutrka knaccupukauu

Classification label- knaccudukarnrontas MeTka, 3HaK

Public (information) - as BceoOIero moyb30BaHus, 00IISIOCTYITHAS
(uapopMans)

Sensitive (information) - nenukarHas, koHGUICHIMATbHAS (MHDOPMAITHS)
Private (information) - gvacthas, nuanas (nHbOpMAIIKs)

Restricted (information) - mist orpaHMYeHHOTO MOBL30BaHUs (MH(OpPMAITHIST)
Information asset - nadopMaIOHHBIN aKTHB

2. Read and translate the following text:

An important aspect of information security and risk management is recognizing
the value of information and defining appropriate procedures and protection
requirements for the information. Not all information is equal and so not all
information requires the same degree of protection. This requires information to be
assigned a security classification.

The first step in information classification is to identify a member of senior
management as the owner of the particular information to be classified. Next,
develop a classification policy. The policy should describe the different
classification labels, define the criteria for information to be assigned a particular
label, and list the required security controls for each classification.

Some factors that influence which classification information should be assigned
include how much value that information has to the organization, how old the
information is and whether or not the information has become obsolete. Laws and
other regulatory requirements are also important considerations when classifying
information.

The Business Model for Information Security enables security professionals to
examine security from systems perspective, creating an environment where security
can be managed holistically, allowing actual risks to be addressed.

The type of information security classification labels selected and used will
depend on the nature of the organization, with examples being:

In the business sector, labels such as: Public, Sensitive, Private, Confidential.

In the government sector, labels such as: Unclassified, Sensitive But
Unclassified, Restricted, Confidential, Secret, Top Secret and their non-English
equivalents.

In cross-sectoral formations, the Traffic Light Protocol, which consists of:
White, Green, Amber, and Red.

All employees in the organization, as well as business partners, must be trained
on the classification schema and understand the required security controls and
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handling procedures for each classification. The classification of a particular
Information asset that has been assigned should be reviewed periodically to ensure
the classification is still appropriate for the information and to ensure the security
controls required by the classification are in place.

3. Answer the following questions:

1) What is an important aspect of information security and risk management?
2) Does all information require the same degree of protection?

3) What is the first step in information classification?

4) What should the classification policy describe and define?

5) What factors influence which classification information should be assigned?
6) Why should the classification of a particular information asset be reviewed
periodically?

4. Read the following statements. Are they true or false?

1) All information which must be protected is equal.

2) There are some steps in information classification.

3) Laws and other regulatory requirements are not important considerations when
classifying information.

4) All security classification labels are of the same type.

5. Summarize the text.

UNIT 7
ACCESS CONTROL

1. Read the following terms and word combinations and learn them:

Access control - koHTpoJb TOCTYyIA

Identification - mnenTHdUKaIUS

To grant access - pa3peuuTb A0CTyIl

To verify - BepudummpoBats (IpOBEPUTH, TOATBEPAHTS)

Authentication - ayrentudukarus (oaATBEPKIACHUE MTOTUHHOCTH)
Authorization- aBropu3zanus (pa3pemicHue)

To be authorized - umets npaBo gocTyna (K HHPOPMAIIHHN)
Discretionary approach-auckpenrosHbIi moaxo/1 (MpeaoCcTaBIsieMbIi 110
YCMOTPEHUIO JIUIA, UMEIOIIEr0 COOTBETCTBYIOIINE TIOJTHOMOYHS )
Non-discretionary approach - HeMCKpEIMOHHBIN TOAXO/

Need-to-know principle - npuHIHIT HEOOXOAUMOCTH 3HAHUS HHGOPMAITUU
(mosrydeHus JocTyna K MHPOpMAIIIH)

Clearance - momyck k cekpeTHON HH(DOpMALIUH
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2. Read and translate the following text:

Access to protected information must be restricted to people who are authorized
to access the information. The computer programs, and in many cases the computers
that process the information, must also be authorized. This requires that mechanisms
be in place to control the access to protected information. The sophistication of the
access control mechanisms should be in parity with the value of the information
being protected — the more sensitive or valuable the information the stronger the
control mechanisms need to be. The foundation on which access control
mechanisms are built starts with identification and authentication.

Access control is generally considered in three steps: Identification,
Authentication, and Authorization.

Identification

Identification is an assertion of who someone is or what something is. If a person
makes the statement "Hello, my name is John Doe" they are making a claim of who
they are. However, their claim may or may not be true. Before John Doe can be
granted access to protected information it will be necessary to verify that the person
claiming to be John Doe really is John Doe. Typically the claim is in the form of a
username. By entering that username you are claiming "I am the person the
username belongs to".

Authentication

Authentication is the act of verifying a claim of identity. When John Doe goes
into a bank to make a withdrawal, he tells the bank teller he is John Doe—a claim of
identity. The bank teller asks to see a photo ID, so he hands the teller his driver's
license. The bank teller checks the license to make sure it has John Doe printed on it
and compares the photograph on the license against the person claiming to be John
Doe. If the photo and name match the person, then the teller has authenticated that
John Doe is who he claimed to be. Similarly by entering the correct password, the
user is providing evidence that they are the person they username belongs to.

There are three different types of information that can be used for authentication:

Something you know: things such as a PIN, a password, or your mother's maiden
name.

Something you have: a driver's license or a magnetic swipe card.

Something you are: biometrics, including palm prints, fingerprints, voice prints
and retina (eye) scans.

Strong authentication requires providing more than one type of authentication
information (two-factor authentication). The username is the most common form of
identification on computer systems today and the password is the most common
form of authentication. Usernames and passwords have served their purpose but in
our modern world they are no longer adequate.[citation needed] Usernames and
passwords are slowly being replaced with more sophisticated authentication
mechanisms.
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Authorization

After a person, program or computer has successfully been identified and
authenticated then it must be determined what informational resources they are
permitted to access and what actions they will be allowed to perform (run, view,
create, delete, or change). This is called authorization. Authorization to access
information and other computing services begins with administrative policies and
procedures. The policies prescribe what information and computing services can be
accessed, by whom, and under what conditions. The access control mechanisms are
then configured to enforce these policies. Different computing systems are equipped
with different kinds of access control mechanisms—some may even offer a choice
of different access control mechanisms. The access control mechanism a system
offers will be based upon one of three approaches to access control or it may be
derived from a combination of the three approaches.

The non-discretionary approach consolidates all access control under a
centralized administration. The access to information and other resources is usually
based on the individuals function (role) in the organization or the tasks the
individual must perform. The discretionary approach gives the creator or owner of
the information resource the ability to control access to those resources. In the
Mandatory access control approach, access is granted or denied basing upon the
security classification assigned to the information resource.

Examples of common access control mechanisms in use today include
role-based access control available in many advanced database management
systems—simple file permissions provided in the UNIX and Windows operating
systems, Group Policy Objects provided in Windows network systems, Kerberos,
RADIUS, TACACS, and the simple access lists used in many firewalls and routers.

To be effective, policies and other security controls must be enforceable and
upheld. Effective policies ensure that people are held accountable for their actions.
All failed and successful authentication attempts must be logged, and all access to
information must leave some type of audit trail. Also, need-to-know principle needs
to be in affect when talking about access control. Need-to-know principle gives
access rights to a person to perform their job functions. This principle is used in the
government, when dealing with difference clearances. Even though two employees
in different departments have a top-secret clearance, they must have a need-to-know
in order for information to be exchanged. Within the need-to-know principle,
network administrators grant the employee least amount privileges to prevent
employees access and doing more than what they are supposed to. Need-to-know
helps to enforce the confidentiality-integrity-availability (C - |1 - A) triad.
Need-to-know directly impacts the confidential area of the triad.

3. Answer the following questions:

1) Who and what must access to protected information be restricted to?
2) What should access control mechanisms be in parity with?
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3) What foundations are access control mechanisms built on?

4) What is identification?

5) What is authentication?

6) How many types of information can be used for authentication? What are they?
7) Why are usernames and passwords (as the most common forms of identification
and authentication) slowly being replaced with more sophisticated mechanisms?
8) What is authorization?

9) What is need-to-know principle?

10) What does need-to-know principle help to enforce?

4. Read the following statements. Are they true or false?

1) Access to protected information must be restricted.

2) Only identification is the foundation for access control mechanisms.

3) One type of information can be used for strong authentication.

4) Usernames and passwords as the most common forms of identification and
authentication are still adequate in our modern world.

5) Different computing systems are equipped with different kinds of access control
mechanisms.

5. Summarize the text.

UNIT 8
CRYPTOGRAPHY

1. Read the following terms and word combinations and learn them:

Cryptography - kpunrorpadusi, mudpoBaHue
Encryption - mmudposanue

Decryption - nemmdpoBanue

Message digest - kparkasi, cxaras opmMa COOOIICHHSI
Digital signature - iudpoast moamnuch
Non-repudiation - HeoTKa3yeMOCTh

Public key - oTkpeIThIif KiTFO4

2. Read and translate the following text:

Information security uses cryptography to transform usable information into a
form that renders it unusable by anyone other than an authorized user; this process is
called encryption. Information that has been encrypted (rendered unusable) can be
transformed back into its original usable form by an authorized user, who possesses
the cryptographic key, through the process of decryption. Cryptography is used in
information security to protect information from unauthorized or accidental
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disclosure while the information is in transit (either electronically or physically) and
while information is in storage.

Cryptography provides information security with other useful applications as
well including improved authentication methods, message digests, digital
signatures, non-repudiation, and encrypted network communications. Older less
secure applications such as telnet and ftp are slowly being replaced with more secure
applications such as ssh that use encrypted network communications. Wireless
communications can be encrypted using protocols such as WPA/WPAZ2 or the older
(and less secure) WEP. Wired communications (such as ITU-T G.hn) are secured
using AES for encryption and X.1035 for authentication and key exchange.
Software applications such as GnuPG or PGP can be used to encrypt data files and
Email.

Cryptography can introduce security problems when it is not implemented
correctly. Cryptographic solutions need to be implemented using industry accepted
solutions that have undergone rigorous peer review by independent experts in
cryptography. The length and strength of the encryption key is also an important
consideration. A key that is weak or too short will produce weak encryption. The
keys used for encryption and decryption must be protected with the same degree of
rigor as any other confidential information. They must be protected from
unauthorized disclosure and destruction and they must be available when needed.
Public key infrastructure (PKI) solutions address many of the problems that
surround key management.

3. Answer the following questions:

1) What does information security use cryptography for?

2) How is this process called?

3) Who can transform the encrypted information into its original usable form?
4) How is this process called?

5) What does cryptography protect information from?

6) What else does cryptography provide information security with?

7) When can cryptography introduce security problems?

8) In what case will an encryption key produce weak encryption?

9) How must the keys used for encryption and decryption be protected?

10) What must they be protected from?

4. Read the following statements. Are they true or false?

1) Information that has been encrypted can be transformed back into its original
usable form by any person.

2) Cryptography is used in information security to protect information from
unauthorized or accidental disclosure only while the information is in transit.

3) Cryptography provides information security with other useful applications.
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4) Cryptography can’t introduce security problems.
5) The length and strength of the encryption key is a very important factor.

5. Summarize the text.

INFORMATION SECURITY CULTURE

Employee’s behavior has a big impact to information security in organizations.
Cultural concept can help different segments of the organization to concern about
the information security within the organization.”Exploring the Relationship
between Organizational Culture and Information Security Culture” provides the
following definition of information security culture: "ISC is the totality of patterns
of behavior in an organization that contribute to the protection of information of all
kinds."”

Information security culture needs to be improved continuously. In "Information
Security Culture from Analysis to Change”, authors commented, "It's a never ending
process, a cycle of evaluation and change or maintenance.” To manage the
information security culture, five steps should be taken: Pre-evaluation, strategic
planning, operative planning, implementation, and post-evaluation.

Pre-Evaluation : to identify the awareness of information security within
employees and to analysis current security policy.

Strategic Planning: to come up a better awareness-program, we need to set clear
targets. Clustering people is helpful to achieve it.

Operative Planning: we can set a good security culture based on internal
communication, management-buy-in, and security awareness and training program.

Implementation: four stages should be used to implement the information
security culture. They are commitment of the management, communication with
organizational members, courses for all organizational members, and commitment
of the employees.

CONCLUSION

Information security is the ongoing process of exercising due care and due
diligence to protect information, and information systems, from unauthorized
access, use, disclosure, destruction, modification, or disruption or distribution. The
never ending process of information security involves ongoing training, assessment,
protection, monitoring & detection, incident response & repair, documentation, and
review. This makes information security an indispensable part of all the business
operations across different domains.
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